l. Tirer le fil a partir d’une situation externe -

exemple de la moisissure qui coupe internet
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© Starting from the litteral description of a prospective situation, ...

8. Moisissure numérique

Un champignon coupe la connexion a
Internet.

11 novembre 2044

Depuis le debut de lannee, on redoute le piratage du réseau de communication national. Ala
surprise generale, cest une attaque physique qui a lieu. Une étrange moisissure dissout la
fibre optique. A 7 heures du matin, le pays est coupé du réseau Internet mondial Toute
communication nationale est impossible. En fin de journée, le champignon sattaque au réseau
securise de larmee
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1. In which state are each external
system?

Financial
transaction stopped,
Administrative
services stopped

No internet
communication
Autonomous cars
traffic jam

Food supply chain
stopped

Jobless hackers

./ Enemy

Attacking countries, hackers, malicious
people

Sponsor

State, government, lobbying, media & political
system, legal system, regulation authorithy

Spread fake
information

Slower order
communication

Attack
/Defense

External conditions

Society
conomical, political, diplomatical,
mographic & social situation
Impacton
conditions

Environment
climatical, sanitary, geographical,
electromagnetical & cyber situation

Emergency food,

Armed forces . s
Direct communication

Emergency maintenance

Infrastructure Operatin Answerto
communication, databases, conditions
transportation
@ Primary resources

No access to some
critical data

water, food, raw materials

External resources

/ Food, Data, Human resources, Suppliers, Allies, Patnerships, State of the art
Armed forces data

centers in danger

Beneficiaries

Country

Sovereignty, civil administration

Organisations

Public & private compagnies,
communities

Individuals
Citizens, families, inhabitants,
migrants

Assets
Tangible, intangible

...qualify more precisely the situation describing the armed forces context

2. What are the consequences on the
external interfaces with armed forces ?

Some
organisations
want to sell
mushrooms

4

All visio
conferences cut

Loneliness
feeling,
Mushromm
poisoning,
Panic

Degraded
conservation
conditions
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© How armed forces can meet expectations in this context ?

3. What are the armed forces action levers 4. What are the armed forces action levers to

get prepared to this situation or to prevent

once the situation is installed? this situation?

Define coordination
process in slow order
communication context

Sponsor

Armed forces

Analyse information, strategy and organize ope:ations
Receive orders / provide reports Organize / follow / _communicate R Receive and ana_lyse data
operations / take decisions
Strategy time

----------------------------- i- - Instructions- -l

Beneficiaries

Operation time

A Double all
To clean fiber Enemy ] Attack / Protect from enemies —— Protect benificiaries . networks
) nnemy B
To raise small attack
animals eating T l l Deploy an
Impacton .
mould External e Act on external conditions Compensate degraded altermative
condifions external conditions ® Answer e rEleET (6
. . to needs ay
Society Operational means Operational means communicate
Operating L
conditions Ensure armed forces operations VLS
—> - M
nt Manage logistics trans:r::tg;ion Take care Distribute
|nfnl...r:mc1 'J",",""""'"""""""'symoﬂi ______________________________________ alternative
Support and update way of working communication
Primal =
moun:!s Recruit/ Train / Manage resources / Purchase/ Integrate / Maintain Watch techology / Transform way deVlceS
Ensure process redundancy systems / Ensure material of working / Anticipate future /
redundancy imulate / Experiment / Test
| 4 support Define emergency
External resources procedure with

fiber supply N
company ey !
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© Using systemic framework to study the situation is a way to enrich and
broaden the scope and make the analysis more robust

Toclean fiber
Toraise small <
animals eating _ — Deploy an
mould o
1 n altermative
external conditions technologyto
communicate

Distribute
alternative

communication
devices

External resou

e et

How armed forces can meet particular expectations, considering such degraded operations conditions, in
this context?

Which new concepts can we imagine in terms of type of actions, procedures, technology?

When dealing with one new concept, let us tell the complete story, going through all functions and interfaces?
Other new concepts emerging?
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