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Introduction

Wars of the 21st century are waged not only on the battlefield but also in
the media, social media, cultural institutions, and narratives about history.
Russia’'s aggression against Ukraine has become yet another confirmation of
this fact. Today, our country is caught in the middle of a global information
confrontation, where the adversary employs a wide range of destructive
information influences to undermine trust in state institutions, distort reality,
and alter the behavioural patterns of the audience. Daily attacks aiming to
destabilise society, discredit international support, and demoralise citizens
are part of a global hybrid war that seeks to weaken Ukraine, divide society,
and undermine its stance on the international stage. Millions of Ukrainians
face the consequences of this information terror campaign every day.

This guide is not just a guide, it is a practical tool that systematises the key
methods used in the information war against Ukraine. It examines the
mechanisms that determine how manipulative content is created and
disseminated, the tactics that influence the perception of information and
change the audience’s behaviour, and the soft power tools that Russia
uses to control public opinion through culture, education, sports, and
church activities. Based on real-life examples, the guide demonstrates the
manifestations of Russian information aggression and describes ways to
neutralise it.

Overall, this publication is intended to help information security professionals,
journalists, civil servants, and all those combating Russian disinformation to
understand the principles of information attacks, their impact, and ways to
counteract them.

For a long time, Russia has been acting systematically and cynically, adapting
its approaches to changes in the world order, technological development,
and the international community response. That is why our response
must be equally flexible, proactive, and based on a deep understanding of
informational threats. Ukraine is fighting not only for its territory but also for
the right to tell the truth. In this fight, we cannot allow the enemy to control
our reality.

Head of the Center for Countering Disinformation
of the National Security and Defense Council of Ukraine
Andrii KOVALENKO



Mechanisms
of destructive
information
influence

They determine the technical and structural aspects of creating,
manipulating, and disseminating content. They form the basis of

a manipulative campaign, ensuring its large scale and efficiency.

They include both technology and structural techniques. These
mechanisms create the illusion of legitimacy for manipulations,
enhance their impact, and facilitate their spread across the audiences.

*The translation of the accompanying materials was done using software
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Bots

What is it?

This is a mechanism of destructive
information influence involving special software
that allows actions to be performed automati-
cally and/or according to a pre-set schedule
through the interfaces used by regular users,
thus mimicking them. For instance, scripted
comments can be automatically disseminated
or generated according to pre-set parameters.

ﬁ' How does it work?

Bots automatically disseminate
information on a large scale, mimicking the
activity of real users. They act individually or as
networks, artificially creating the illusion of mass
support or opposition. By spamming, influencing
algorithms, and attacking opponents, bot
networks quickly change the information
agenda, thus reinforcing the desired narratives.

“lmcmels o @ C - 2h

QOdesa region. Three Kh-22 missiles. A residential
building, two resorts. 18 dead, including two children.
The Russian Federation is not doing any 'work on
mistakes' — for them, this is not a mistake. Itis a
deliberate bloody tactic of terror: intentional chaotic
shelling and mass casualties. It requires a missile
defense system — we must protect the people.

Q a3
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Replying to

Enough lying! The dot u hit there. The
Russians don't have such things.
People found the tail.

How to identify it?

Bots can be identified by their
anomalous behaviour: hyperactivity (hundreds
of posts in a short time), repetitive comments,
or out-of-context responses. These are usually
recently created accounts without photos
and biographies or with generic names. Their
content mostly comes from dubious sources
and is often duplicated across several accounts.
You can use specialised software (such as
Botometer) to analyse bot networks. It detects
the interconnections between suspicious
accounts.

7| How to deal with it?

Bots can be detected and blocked using
software or manual analysis. Make sure you inform
the audience about the risks of misinformation
and ways to recognise bots. Reporting suspi-
cious activity to platforms and implementing
legislative measures that regulate automated
activities is very important.

AN

Bots often have lazy names (like
user123456), lack personalised content, and
generate identical texts. On X (Twitter), this
may take the form of mass retweets, while on
Facebook, it manifests as identical comments,
such as ‘This is true, see [https:/images.app.goo.
gl/riDxTt2bBd3PRH0S9]. Bot networks operate
in a coordinated manner, creating the illusion
of mass support or popularity of the content, or
conversely, discrediting it.

What does it look like?

Boxawmii fenad @hu_pervemaysk - 15 xe
#LightOnZelenskyyOff Hemae cewi Tepnit ui GopowHa Ges caitna.
¥YxrpaiHui xouyTe CaiTY, a He BiHu.

+cOTik ™8 @caTik - 12 xe
@ #LigmOnZelenskyyOff Hemae ceul Tepnitv ui Gopowna Ges ceity. Ypaikui

HOUYTH CBITY, @ He ilinn, HLightOnZelenskyyOff

Konu exe Hapewrti Muts-29 3anycruts pakets no ypRaosoMy Keaprany?

#LightOnZelenskyyOff

*There is no correct translation into English,
as there is a wordplay between Russian and
Ukrainian in the compressed text



Fake accounts

. What is it?

A mechanism of destructive information
influence involving a fake account, created by an
anonymous person to impersonate a real user
to manipulate the public opinion or participate
in discussions. Its primary function is to create
the illusion of mass support or opposition to
certain ideas, while concealing the true identity
and motives of the author. Unlike bots, which
are automated, a fake account is managed by a
human, giving it more flexibility in manipulative
behaviour.

. How does it work?

A fake account actively participates in
discussions and spreads manipulative content.
Often, a single anonymous person creates
multiple accounts that interact with each
other: for example, they support each other in
comments, like each other’s posts or engage in
a dialogue to make it seem like genuine support.
Fake accounts can be used to attack opponents,
discredit certain individuals or ideas, or to bolster
the promoted narrative. Their activities are often
coordinated to ensure greater impact and
synchronised actions.

. How to identify it?

A fake account can be identified by a
number of signs, including unnatural behaviour.
Such an account often features narrowly
focused activity, concentrated on specific topics
or campaigns. In most cases, it offers little profile
content, has a generic photo, and lacks personal
information. The activity of such an account
is unnatural: for example, it is active only in
discussions on a specific topic, or the account
acts in sync with others, spreading identical
messages. Interaction between fake accounts is
often aimed at artificially amplifying the same
message.

SR RFDR

They have also started attacks on main pipelines. They are
~ bombing LPDS and NPS, the infrastructure of the ‘pipeline to
- Europe’. This is the end. The end of Zelensky.

© - v

. How to deal with it?

Firstly, pay attention to suspicious profiles,
check their content, interactions, and when the
accounts were created. When your suspicion is
confirmed, notify the platformm administration
that they should verify and block such accounts.
It is also important to educate the public on how
to spot such manipulation by explaining the risks
of fake activity and how to detect it. Account
behaviour analysis tools, such as network activity
analysis, can be very helpful in this process.

. What does it look like?

Afake account looks like a real one, but its
personalisation is very limited: a generic profile
picture, a poor description, and a negligible
number of posts or interactions outside the
given topic. On Facebook or Telegram, they
often show up in the comments under popular
posts, comment to support or discredit a certain
narrative, or provoke a destructive dialogue.

Maxcwm NeTyxos

SR RFDR
They have also started attacks on main pipelines. .

Zelensky's dependence on drugs no longer surprises anyone
Everyone has suspected this for a long ime! Well, at least the
sitluation with the check before the elections... His own people
| decided to check! And the fact that the tesis were clean means
. absolutely nothing. ..

Anna BnwHoaa

SR RFDR
They have also started attacks on main pipelines...

MNo matter how much Zelensky wants it, he cannot defeat
Russia, and the opportunity to make peace back in 2022 was
successiully lost due 1o his own shorsightedness and the ability
to easily deceive him, which Johnson did at that time,
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| | srreDR

< . They have also started attacks on main pipelines. ..

i The instigator of the Ukraiman conflict becomes evident after the

news that Europe is starling to hand over Ukrainian refugees o

& Zelensky lor slaughter
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SR RFDR

Anna bhvsoga

No matter how much Zelensky wants it, he cannot defeat...

| mean that the unspoken agreement has been violated: the
pipeline is inviclable, And for all these years, since 2014, the
rule has been upheld! Bul considering thal the last 24-48
hours have seen altacks directly on the Russia-EU pipeline, |
conciude: there is no 'center of power’ left in Ukraine! Now, it's
everyone against everyone, and everyane for themselves! The
worms in the can (1o avoid offending the spiders) are actively
wriggling! And 100% soon we will hear ither about Zelensky's
death or his flight! But most likely, they won't let him stay alive.
As they say, 'he knew too much...'




Anonymous authority

. What is it?

A mechanism of destructive information
influence that involves referencing an unnamed
source of information which is nonetheless
presented as authoritative. Referencing ‘ano-
nymous experts' or ‘sources with knowledge
of the matter’ creates an illusion of credibility,
allowing the manipulator to avoid verification
or taking responsibility for the validity of the
statements.

. How does it work?

The mechanism invokes an imaginary
or fictional source that the audience cannot
verify. For example, the influencer claims that
‘experts report’ or ‘according to our sources in
[name of the government authority]’, without
providing details. This technique inspires trust by
referencing a supposedly authoritative opinion,
even if its credibility is not verified. This allows
for the dissemination of manipulative narratives,
instilling a false confidence in the audience
regarding the truthfulness of the information.

. How to identify it?

An anonymous authority can be
identified by the lack of details in the text.
References to ‘sources close to the situation’ or
‘experts’ often use language that emphasises the
exclusive nature of this information. If the source
cannot be verified and additional evidence is
absent, manipulation is highly likely. It is also
worth paying attention to whether it is possible
to verify the information provided through other
independent sources.

Legitimate

#rumors

Our source reports that Bankova has a plan to replace
Ukrainian workers with Asians and Arabs. This is a demand
of Western partners, since all men should be sent to the
front, and Ukraine should ultimately become some kind of
large emigrant base, where Europe will bring all its
unnecessary emigrants/refugees.

The first trial attempt has already been launched through
Transcarpathia, where a furniture factory wants to bring in
150 men from Bangladesh. Then they will start sending us
all sorts of emigrants from Europe.

Zelensky has long since sold the country to sponsors.

Telegram

Legitimate

#rumors

Zelensky is deliberately destroying the Ukrainian people under the
pretext of an eternal war for territory against the strongest state,
Looking at the whole game, you understand that he is fulfilling the
main task of his "employers” - cleansing Ukraine of Ukrainians,...

1. me/legitimniy/19413 475.1K @ Jan 28 at 17:42

. How to deal with it?

Counteraction involves critical analysis
and questioning of such statements. The ab-
sence of specific evidence should raise doubts.
Be sure to verify information through other
sources or request confirmations. Educating
the public on recognising such manipulations
and not taking statements at face value without
specific evidence is very important.

. What does it look like?

It includes pieces containing phrases like:
‘An official who wished to remain anonymous
claims that the government is preparing
significant changes..! or ‘According to our
sources in..! These statements do not allow for
verification due to the lack of specific names or
details, creating an illusion of truthfulness and
misleading the public.

Joker DNR
Great news for the residents of Ukraine!

My spies from the SBU have received interesting
information. Ukrainian clowns are preparing a referendum
in the piece of Kursk region they control. They want a bright
media effect. But there were no people willing to receive a
Ukrainian passport, except for two local alcoholics.
Therefore, Zelensky's office decided to pay 25 thousand
dollars for renouncing a Russian passport and accepting
Ukrainian citizenship. Future Ukrainians are also promised
housing and work in Ukraine itself.

Most likely, they will screw over the housing and work, but
they will pay 25 thousand Baku rubles right away. As of
September 6, 83 people received 25 thousand dollars.

Now this is what | call a migration policy to attract people.
Almost like in some Dubai. Ukraine is the richest country!

By the way, | also have data on all these citizens, and there
will be newcomers too. After this circus, the country will
recognize its heroes.

Where are Ykrainian American taxpayers looking?
Ahahahahahahaha...

Lme/JokerDPR/870

575.2K ® Sep7,2024 at 01:51




Appeal to authority

What is it?

A mechanism of destructive information
influence that involves presenting information
as truthful solely because it was voiced by an
influential or popular person, organisation or
media, even if they are not actually experts in
the specified field. Using authoritative figures or
organisationsasevidence allowsthe manipulator
to bypass the need for fact-based arguments.

ﬁ_ How does it work?

The mechanism relies on the audience's
trust in well-known individuals, organisations, or
media to lend weight to a particular statement.
For example, if a celebrity or politician supports
a certain idea, people may perceive it as true,
regardless of actual evidence. This technique
is often used in media, advertising, or political
campaigns when the position of an ‘authority’
serves as the sole argument in favour of a
statement.

How to identify it?

This mechanism can be recognised
by statements that are based not on facts, but
solely on the status of the person making them.
For example, ‘[Famous actor] states that this
drug is effective’ or ‘The award winner supported
this political initiative'. If there is a lack of specific
evidence or expert opinion, and the only
argument is a person’s popularity, the credibility
of such information should be questioned.

Due to the fact, =
that the neural network
was developed in China,
the secret datamightbe

7| How to deal with it?

To avoid falling under the influence of this
mechanism, assess the person’s competence
in the relevant field and verify whether their
statements are supported by facts. Pay attention
to actual arguments, rather than the status of
the person voicing them. Critical source analysis
helps to avoid erroneous conclusions based
solely on the speaker’s reputation.

N

Examples include short videos branded
by popular media and targeted at certain
audiences using social media. In these cases, the
brand strength is used to promote the desired
ideas or narratives. This creates the impression
of credibility, although it may lack solid footing
in reality.

What does it look like?

EFFECTIVE FROM
16.10.2023

in Europe t;urv
d E.‘Q-SJ.F'F.'J;J"E_:IEJIFJ 5(
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Deepfakes

P What is it?

A mechanism of destructive information
influence involving Al-based image synthesis
techniques to replace individual elements of an
image with desired ones, thereby generating
fake audiovisual content.

ﬁ_ How does it work?

To create deepfakes, Al deep learning
algorithms are used to analyse video and audio
data to mimic a person’s voice or appearance.
For example, software can replace a face in a
video or synthesise a voice to make itseem asifa
person is saying things they never actually said.

—

BIAHA B YKPAIHI '

q How to identify it?

Deepfakes can be identified by visual
and audio defects. Videos may exhibit unnatural
lip movements, blurring of the face at the
edges, incorrect facial expressions, or issues with
shadow and lighting reproduction. As for audios,
the voice may sound unnatural or feature a
choppy rhythm.

7| How to deal with it?

To combat deepfakes, verify the original
source of the content, compare the video or
audio with official sources, and use deepfake
detection solutions, such as Deepware Scanner.
Information literacy and learning critical video
andaudioanalysis help reduce trustin potentially
fake content.

0. What does it look like?
M




Potemkin villages

P What is it?

A mechanism of destructive information
influence that creates an illusion of success, well-
being, or progress, while concealing the real state
of affairs. It is essentially about demonstrating
showcase, fabricated achievements for an
external observer, while behind the facade, the
situation is dramatically different.

ﬁ. How does it work?

This mechanism operates by creating
a false visual or informational picture that
distracts the audience’s attention from the true
state of affairs. For example, state propaganda
may showcase exemplary facilities that radiate
success, even though they actually barely
function or do not function at all. Usually, the
mechanism relies on ‘properly’ edited videos,
staged photos, or exaggerated results.

How to identify it?

Thismechanismcanberecognised bythe
discrepancies between the official statements
and facts. Look out for the lack of independent
verification of claimed achievements, the
use of selective footage, or the emphasis
on external attributes without detailing the
underlying processes. These manipulations are
often accompanied by loud statements about
‘historical success’, while evidence of their actual
achievement is either absent or contradictory.

7| How to deal with it?

To counteract, it is important to verify
information using independent sources, analyse
the real consequences of the stated initiatives,
and compare the official version with objective
data. Fact-checking, analysis of satellite images,
or direct testimonies from people involved can
help expose such manipulations.

O A What does it look like?

0/30/2024 136 PM

Mariupol Reconstruction: 10
Impressive Photos

[Br story Russian special operation in Donbsss and Ukrsine

m-m;gb

L o i s nﬂmm

& PUAHOBOCTH

"Ukraine hasn't done ﬂm_t
much in 30 years."

RGRU Power Econcmy Inthercgions inthewarld  Incdents  Sociaty  Sport  Culture  Education  Health

L gt @
The restoration of Mariupol will still be included in h:story
books

Ao Himvidewa [Wlupal

Mariupol is unrecognizable, the whole city has turned into a large construction site, Snow-white buildings have
sprung up - entire blocks. The hospital and school shine with fresh whitewash, Primroses are blooming, and
daffodils. tulips, and hyacinths will Bloom after them. The once Bloeming city has become a hostage. Cemeteries in
the courtyards, hunger. cold - all this was Mariupol, which the nationalists turned into hell, Ukrainian artilery

mercilessly pounded the city, thousands of residents hid in basements,
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Duplicating websites

or accounts

P What is it?

A mechanism of destructive information
influence involving copies of real websites or
social media profiles to deceive users. Its primary
goal is to misinform the audience by presenting
a fake resource as a real one, manipulate public
opinion, or use fake accounts for attacks, fraud,
or sharing propaganda.

ﬁ_ How does it work?

Duplicate websites disguise themselves
asrealsourcesofinformation by using theidentity
of the latter, such as logos, names, or overall
design. They may post fake news, manipulative
content, or disinformation, which, due to its
visual presentation, the audience perceives
as coming from a reliable source. On social
media, duplicate accounts can impersonate real
individuals or organisations, influencing public
opinion, disseminating fakes, or engaging in
discussions to establish manipulative narratives.

EI-':TTT_."'-_.T m = F T R e W &

MEDIATHEK

MEDIATHE

]
Ein Teenager wind in Berlin weges
Emsparingen bel der
Strabenbeleuchiung Qe

Q\ How to identify it?

Minor differences in the name, URL,
or visual design can help identify a duplicate
account or website. Newly created accounts that
suddenly gain many followers or start sharing
dubious content should be treated as suspicious.
In the case of websites, it is worth checking the
domain name: fake resources often contain
additional characters in their addresses or use
variations of the real address. At the same time,
it is important to pay attention to the delivery
style and content quality.

7| How to deal with it?

To avoid falling under the influence of this
mechanism, verify the source of information, use
official websites and profiles, and pay attention to
domain names. Upon detecting a fake account
or website, report to the platformm administration
or the relevant authorities.

AN

What does it look like?

i = 000G0GsEN



p What is it?

A mechanism of destructive informa-
tion influence that presents information about
events or facts in a certain context that alters
their perception by the audience. Various frames
allow emphasising the desired aspects of an
event, eliciting the necessary emotions and
reactions.

ﬁ_ How does it work?

Framing operates through the selection
of words, images, and context that shapes the
desired perception. For example, economic
difficulties can be presented as a ‘crisis’ or as
‘temporary difficulties on the path to stability'.
In politics, this mechanism is often used to
justify certain actions or to discredit opponents.
Shifting the emphasis allows for controlling the
narrative without changing the facts. The only
thing that changes is their interpretation.

Q How to identify it?

Framing can be recognised by value
judgments, emotionally charged language,
and contrasting comparisons. If the same event
is described differently in various sources, it is
worth analysing which aspects are highlighted
and which are omitted. Signs of framing also
include highlighting advantageous points and
concealing inconvenient details.

‘invasion’
‘war’
‘explosion’
‘occupation of Ukrainian territories’
‘allied military aid to Ukraine’
‘sanctions’

‘economic downturn’

N 2 A A A

Framing

7| How to deal with it?

To counter framing, analyse information
from multiple sources, comparing how the same
event is presented in them. Make sure you pay
attentiontothewordingand keyemphasesinthe
text. Critical thinking helps avoid manipulative
influences and look at the events through the
prism of emotions, as well as analyse facts.

A

In the media, framing often manifests
through headlines: ‘Reform to destroy the
economy’ or ‘A new stage in the development
of the financial system’ - depending on the
impression they want the reader to have. An
example of this mechanism is how Russian
propaganda media outlets frame Russia's war
against Ukraine in a way that distorts the truth
to align with a narrative benefitting Russian
aggression.

What does it look like?

‘peacekeeping mission’
‘special military operation’
‘pop’
‘reunification’
‘conflict escalation’
‘unfriendly actions’

‘adaptation to new realities’
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